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PURPOSE

To establish a standard for the creation and use of strong passwords or other strong authentication mechanisms to
mitigate compromise of sensitive information.

STANDARD

Accessto all state information systems and applications used to process, store, or transfer data with a security
categorization of MODERATE or higher shall require the use of strong passwords or other strong authentication
mechanisms.

Strong passwords shall be constructed with the following characteristics:

e Areat |least eight charactersin length
e Must contain characters from at least three of the following four types of characters:
e English upper case (A-Z)
e English lower case (a-2)
e Numbers (0-9)
e Non-alphaspecia characters ($, !, %, », ?
e Must not contain the user?s name or part of the user?s name
e Must not contain easily accessible or guessable personal information about the user or user?s family. (such as
birthdays, children?s names, addresses etc)

RELATED ENTERPRISE POLICIES, STANDARDS, GUIDELINES

e Password Authentication PS-08-006 [3]
e Password Security SS-08-007 [4]
e Authorization and Access Management SS-08-010 [5]

GUIDELINES

Strong authentication mechanisms use at least two of the three types of authentication mechanisms:

e What aperson knows (such as):
e Passwords
e PINS
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